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Executive Summary

HITRUST certification has become the dominant security assurance signal in healthcare. Health
systems require it from vendors, payers embed it in contracting language, and technology companies
pursue it to reduce sales friction and demonstrate governance maturity. That prevalence reflects
genuine value. HITRUST is one of the most rigorous, most prescriptive, and most demanding
compliance frameworks in existence — and the organizational effort required to achieve it is real.

But visibility and rigor together create a clarity problem that this paper is designed to resolve.

This whitepaper makes a precise argument: HITRUST certification — at any tier — is a control
maturity framework. It evaluates whether an organization's controls are documented, implemented,
measured, and managed according to a prescriptive set of requirement statements derived from over
sixty authoritative sources. At the r2 level, that evaluation is comprehensive, externally validated by
an authorized assessor firm, and quality-reviewed by HITRUST itself before certification is issued.
That is meaningful, substantive assurance.

It is not adversarial resilience validation. HITRUST certification does not model whether privilege
escalation paths exist in your identity architecture. It does not test whether stolen credentials can be
replayed through a Citrix remote access portal. It does not simulate whether your detection systems
would alert before ransomware achieves lateral persistence. The framework evaluates control
maturity — not architectural durability under adversarial pressure. That is not a criticism. That is
scope.

The most striking illustration of this boundary is documented in the
public record. Change Healthcare held active HITRUST r2 certification
Jor its enterprise infrastructure and platform when it became the target
of the largest healthcare data breach in U.S. history — a breach initiated
through compromised credentials used against a remote access portal
lacking multi-factor authentication.

That fact does not discredit HITRUST. It defines it. HITRUST evaluates whether controls are
documented and implemented. It is not designed to verify, in the operational moment, that every
system within a complex, integrated environment is actually enforcing them. Understanding that
distinction is the purpose of this paper.

HITRUST also differs from SOC 2 in an important way: it requires penetration testing for i1 and r2
certifications. That requirement is real and meaningful. But compliance-scoped penetration testing
— mapped to HITRUST control references, performed annually to satisfy assessment requirements
— is structurally different from the adversarial simulation that operational resilience demands. This
paper examines that distinction precisely.

The paper is organized around twelve principles of clarity and a practical three-layer assurance model.
It does not argue against HITRUST. It argues for understanding exactly what HITRUST confirms, so
that healthcare organizations can build the additional validation layers that complete the assurance
architecture it begins.
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What This Paper Argues

HITRUST is a prescriptive control maturity framework — not an adversarial resilience
validator.

The three assessment tiers (e1, i1, r2) define different scopes of maturity evaluation, not
different depths of adversarial testing.

The five PRISMA maturity levels evaluate documentation, implementation evidence, and
process consistency — not resistance to modern attack techniques.

Penetration testing is required for i1 and r2 — but compliance-scoped testing is
structurally different from adversarial simulation of credential abuse, identity chaining,
and lateral movement.

The 99.41% breach-free rate statistic is meaningful but requires critical interpretation: it
is self-reported by a self-selected population of governance-mature organizations.

Change Healthcare held active r2 certification when the breach occurred — directly
illustrating the gap between documented control maturity and operational resilience in
practice.

Interpretation drift is amplified by HITRUST's own marketing language ("gold standard,"
"proven to reduce risk," "stands alone in cybersecurity assurance").

A three-layer assurance model — control maturity, operational validation, and strategic
alignment — is required for genuine enterprise resilience.
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Section 1: What HITRUST Actually Is

Before examining where HITRUST certification is commonly over-interpreted, it is essential to
establish exactly what it formally defines itself to be — what the framework evaluates, what
methodology governs that evaluation, and what the resulting certification does and does not confirm.

1.1 Origin and Design Purpose

The Health Information Trust Alliance was founded in 2007 by a coalition of healthcare industry
leaders to address a structural problem: the proliferation of overlapping, sometimes conflicting,
security and privacy requirements across HIPAA, ISO 27001, NIST 800-53, PCI DSS, and dozens of
other regulatory and framework sources. Each standard made legitimate demands. Together, they
created audit fragmentation, redundant documentation efforts, and inconsistent vendor evaluation
across a highly interconnected healthcare ecosystem.

HITRUST's solution was the Common Security Framework: a single harmonized set of prescriptive
control requirements mapped to over sixty authoritative sources simultaneously. A single HITRUST
assessment can satisfy — or provide evidence toward satisfying — HIPAA Security Rule requirements,
NIST framework alignment, ISO 27001 mapping, PCI DSS controls, state privacy laws, and dozens of
other standards in one coordinated effort. HITRUST calls this "Assess Once, Report Many."

That harmonization is the framework's core value proposition. It is the reason HITRUST has become
the dominant vendor assurance signal in healthcare. And it is genuinely useful — but it is a
harmonized documentation and maturity evaluation, not an adversarial security test.

1.2 The Three Assessment Tiers

HITRUST CSF vi1 offers three certifiable assessment tiers. Understanding them precisely is critical
because the phrase "HITRUST certified" is used identically to describe organizations at all three
levels, despite very different scopes and depths of evaluation.

Control Scope and Maturity Evaluated \ Key Structural Limitations
e1 — Essentials 44 fixed essential controls covering Does not evaluate Policy or Procedure
(1-year foundational cyber hygiene: MFA, maturity levels. No penetration testing
validity) patching, endpoint protection, basic required. Not designed to address full
access management, incident response HIPAA alignment. Appropriate for lower-
fundamentals. Evaluates only the risk entities and early-stage compliance
Implemented maturity level. Threat- programs.
adaptive: updated based on emerging
attack patterns.
i1— 182 fixed controls selected by HITRUST Policy and Procedure maturity levels are
Implemented based on current cybersecurity best not scored. Fixed control set — not
(1-year practices and quarterly threat intelligence tailored to organizational risk factors.
validity) updates, including MITRE ATT&CK Evaluates implementation evidence, not
mapping. Evaluates only the Implemented  adversarial resistance. Controls must be
maturity level. Penetration testing implemented at least 9o days before
required. Rapid recertification option assessment testing.
available.
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r2 — Risk- Tailored control set driven by scoping Scoping factors mean two organizations

based (2-year factors (data volumes, system types, with r2 certifications may have been

validity) geography, regulatory requirements). assessed against substantially different
Evaluates all five PRISMA maturity levels:  control sets. Pen testing is compliance-
Policy, Procedure, Implemented, scoped, not adversarial simulation.
Measured, Managed. Penetration testing "Suitably designed and operating" does
required annually. External assessor not mean "tested against attack."

validation plus HITRUST QA review
before certification. Interim assessment at
12-month mark.

What "HITRUST Certified" Actually Means

When an organization states it is "HITRUST certified," that phrase has materially different
meanings depending on whether they hold an e1, i1, or r2 certificate — and whether that
certificate is currently active. An e1 confirms 44 implemented controls. An r2 may confirm
hundreds of controls across all five maturity levels — but the specific controls evaluated depend
on scoping factors that vary significantly between organizations. The label requires context to
interpret.

1.3 The PRISMA Maturity Model — What Each Level Confirms

HITRUST's control maturity scoring is built on an adaptation of the PRISMA (Program Review for
Information Security Management Assistance) methodology. For r2 certifications, each control is
evaluated across five maturity levels. Understanding exactly what each level confirms — and what it
does not — is fundamental to accurate interpretation.

Maturity Level \ What Is Evaluated — and What Is Not

Policy (~25% of r2 score) Are formal, management-approved policies in place that
address the specific control requirement? Do they contain
mandatory "shall/will" language? Are they current and
communicated? NOT evaluated: whether the policy is
operationally enforced against real-world threats, or whether
the policy correctly anticipates modern attack vectors.

Procedure (~25% of r2 score) Do formal documented procedures define who, what, when,
where, and how the control is executed? Are they referenced
and current? NOT evaluated: whether the procedures are
followed consistently in practice under adversarial conditions,
or whether gaps in procedure logic create exploitable
misconfigurations.

Implemented (~35-40% of r2 score,  Are all elements of the requirement statement actually in place

highest weight) in the environment? Is there evidence of consistent operation?
Controls must be implemented for at least 9o days before
testing. NOT evaluated: whether implementation is
adversarially sound — whether it can be bypassed, whether
conditional access logic has edge cases, whether
authentication can be replayed.
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Measured (optional, small weight) Are self-assessments performed to collect metrics about
control adequacy? Are measurement criteria documented?
Rarely in scope for most r2 assessments. Even when present,
evaluates measurement of governance activity — not
measurement of adversarial resistance.

Managed (optional, small weight) Are measurement results actively used to drive control
performance improvement? Is continuous improvement
evidenced? Optional and least common in practice. Evaluates
management of documented processes, not operational
security outcomes under attack.

Three structural observations follow from this model. First, approximately 85-90% of the r2
certification score derives from Policy, Procedure, and Implemented levels — all of which evaluate
what exists, is documented, and is consistently performed. None evaluate adversarial resistance.
Second, the Measured and Managed levels — the two that come closest to continuous monitoring and
improvement — are optional, carry the smallest weighting, and are least commonly assessed. Third,
the 90-day minimum implementation period ensures controls are not merely on paper — but 9o days
of documented operation is not the same as adversarial validation.
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Section 2: How HITRUST Differs from SOC 2 — and Why It Matters

HITRUST is frequently positioned as a more rigorous alternative to SOC 2, and that positioning is
accurate in several important structural ways. Understanding those genuine differences — alongside
the boundary that HITRUST and SOC 2 share — clarifies what HITRUST adds and where the
fundamental limit remains.

2.1 Where HITRUST Is Genuinely More Demanding

HITRUST r2 is meaningfully more demanding than a typical SOC 2 engagement in ways that deserve
acknowledgment before examining limitations.

SOC 2 (AT-C 205 Attestation)

HITRUST r2 (Prescriptive Maturity

Framework)

Principle-based criteria: organizations design

their own controls to meet Trust Services Criteria

Binary opinion: controls are either suitably
designed and operating effectively, or they are
not — with noted exceptions

CPA firm applies professional judgment; no
external QA of the assessment results

No penetration testing requirement; technical
testing is at auditor discretion

Trust Services Criteria updated infrequently;
broad applicability across all industries

Harmonizes with HIPAA only loosely; requires
separate HIPAA compliance analysis

2.2 The Persistent Boundary

Prescriptive requirement statements: specific,

granular control requirements must be met as
written, not interpreted broadly

Quantitative scoring: each domain receives a 1-
5+ maturity score; a minimum of 3 required in
all 19 domains for certification

Centralized HITRUST QA review of every r2
assessment before certification is issued — a
standardization layer SOC 2 lacks

Annual penetration testing required for i1 and r2
— a mandatory operational layer not present in
SOC 2

Quarterly threat-adaptive updates to control
requirements based on MITRE ATT&CK analysis
and real-world breach data — specific to current
attack patterns

Harmonizes over 60 authoritative sources
including HIPAA, NIST, ISO, PCI DSS — single
assessment supports multiple regulatory
obligations

These differences are real and consequential. But they do not eliminate the fundamental boundary
that HITRUST shares with SOC 2: both frameworks evaluate control maturity, not adversarial
resilience. HITRUST's prescriptiveness, quantitative scoring, and centralized QA make it a more
rigorous maturity framework. They do not transform it into an adversarial stress test.
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Being more demanding than SOC 2 in governance evaluation does not mean HITRUST evaluates what
SOC 2 fails to evaluate. It means HITRUST sets a higher bar for the same type of evaluation. The
controls that are scored — even at the highest maturity level — are assessed for documentation quality,
implementation evidence, and process consistency. They are not tested for resistance to the specific
attack techniques that cause the breaches organizations are actually trying to prevent.

A more rigorous maturity framework is not equivalent to an adversarial
security test. HITRUST and adversarial validation are not points on the
same spectrum. They are different evaluation objectives — one
confirming that governance discipline exists, the other testing whether
that discipline translates to architectural durability when an adversary
actually arrives.

2.3 The Penetration Testing Distinction

HITRUST's penetration testing requirement (Control 11.4) is cited frequently as evidence that
HITRUST evaluates operational security in ways that SOC 2 does not. The requirement is real and
valuable. But its scope and framing are critical to understand.

HITRUST Control 11.4 requires annual penetration testing by a qualified independent third party,
covering systems within the assessment boundary, including external network, internal network, and
application-layer components. The test must produce a formal report and a Corrective Action Plan
for identified findings.

That requirement produces genuine value. It identifies exploitable vulnerabilities in scoped
infrastructure, forces remediation before certification, and creates a documented evidence trail.
Organizations with this testing in place are meaningfully better positioned than organizations without
any technical testing.

But the scope and objective of a compliance-scoped penetration test are structurally different from
adversarial simulation of the attack patterns that cause most major healthcare breaches.

HITRUST Compliance-Scoped Pen Test

Scope: systems storing, processing, or
transmitting ePHI within the HITRUST
assessment boundary

Objective: identify exploitable vulnerabilities in
defined infrastructure; produce remediation
evidence for auditors

Identity testing: evaluates authentication bypass
and session management in defined applications

Adversarial Resilience Simulation

Scope: the full attack surface — including
identity provider relationships, OAuth grants,
SaasS trust chains, federated access, and third-
party connectivity outside formal system
boundaries

Objective: model how a motivated adversary
would use valid credentials, privilege chaining,
and lateral movement to achieve objectives

Identity testing: maps privilege escalation paths,
tests OAuth token lifecycle, models federation
trust abuse, simulates credential replay at scale
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Timing: performed to satisfy annual certification
requirement, typically 3-6 months before
assessment validation

Success metric: vulnerabilities identified and
remediated; CAPs documented; auditor accepts
evidence

The Change Healthcare breach illustrates this gap precisely. A compliance-scoped penetration test
confirms that the systems defined within the assessment boundary do not contain exploitable known
vulnerabilities at the time of testing. It does not confirm that a remote access portal outside or
peripheral to the formally assessed boundary cannot be accessed using valid credentials obtained

Timing: independent of compliance cycles;
focused on current organizational architecture
and active threat techniques

Success metric: how far an adversary moves
before detection, whether isolation assumptions
hold, whether recovery architecture survives
credential compromise

through external compromise — which is exactly how that breach began.
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Section 3: The Change Healthcare Case Study

No theoretical analysis of the gap between certification assurance and operational resilience is more
instructive than what the public record shows about Change Healthcare. This case study is not offered
as a critique of HITRUST, or of Change Healthcare, or of the healthcare organizations that relied on
its certification. It is offered because no hypothetical could make the distinction between documented
control maturity and adversarial durability more concrete.

3.1 What the Record Shows

Change Healthcare — a subsidiary of UnitedHealth Group's Optum division and the largest healthcare
claims clearinghouse in the United States, processing approximately half of all medical claims
nationally — held active HITRUST r2 certification for its enterprise infrastructure and the Change
Healthcare platform at the time of the breach. The company's own public documentation described
the r2 certification as evidence that "the organization's major implemented systems and platforms
have met key regulations and industry-defined requirements and is appropriately managing risk."

On February 21, 2024, the ALPHV/BlackCat ransomware group gained access to Change Healthcare's
systems. The initial intrusion vector was a Citrix remote access portal — using compromised
credentials against an environment that lacked multi-factor authentication on that portal. The
attackers maintained access for approximately nine days before detection. During that time, they
exfiltrated an estimated six terabytes of data before deploying ransomware.

UnitedHealth Group CEO Andrew Witty testified before the Senate in May 2024 that the attackers
gained access using compromised credentials on a Citrix portal that lacked multi-factor
authentication. He acknowledged the failure to update internal security procedures after
UnitedHealth Group's acquisition of Change Healthcare in October 2022. Total financial impact was
ultimately estimated at approximately $3.09 billion. The breach affected an estimated 190 million
individuals — making it the largest healthcare data breach in U.S. history.

3.2 What This Case Study llluminates

Four observations follow from the documented facts, each directly relevant to the distinction this
paper is drawing.

HITRUST r2 certification was present; the breach occurred anyway

The coexistence of active r2 certification and a catastrophic credential-based breach is not a
contradiction — it is an illustration of scope. HITRUST evaluated whether controls were
documented, implemented, and operating as designed. It did not verify, in the operational
moment, that every remote access pathway within a large, complex, recently-acquired
environment was actually enforcing MFA. Those are different evaluations.
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The attack vector — credential abuse through a valid access pathway — is exactly what
governance frameworks do not test

The breach was not initiated through a misconfigured firewall, an unpatched vulnerability, or a
control design failure that an auditor would identify. It was initiated through stolen credentials
used against a legitimate remote access portal. A compliance-scoped penetration test identifies
exploitable vulnerabilities in defined systems. It does not model whether remote access endpoints
can be reached using credentials obtained through external compromise.

Complexity following acquisition created architectural gaps that governance processes did
not capture

The acquisition of Change Healthcare in 2022 and the acknowledged failure to update security
procedures afterward illustrates the assumption accumulation problem: governance discipline in
the acquired organization may have been high; but the integration created architectural realities
that neither party's compliance program was actively evaluating in the operational environment.

The certification language created representational expectations that the incident could not
sustain

When organizations certify that their systems demonstrate compliance and appropriate risk
management under r2, stakeholders naturally interpret that as evidence of security. When a
breach occurs through a pathway that certification was not designed to evaluate, the gap between
what was certified and what happened becomes the center of post-incident scrutiny — including
$3+ billion in costs, Senate testimony, and litigation.

Change Healthcare is not a story about HITRUST failing. It is a story
about what HITRUST was never designed to do — and about what
happens when certification language creates the impression that it was.
The lesson is not to abandon HITRUST. The lesson is to understand its
boundary precisely, and to build the operational validation layers that
address what certification cannot.
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HITRUST prominently advertises that 99.41% of HITRUST-certified environments remained breach-
free in 2024. This statistic is the foundation of HITRUST's market positioning — cited in the Trust
Report, on the HITRUST website, in sales materials, and by certified organizations as evidence of
protective efficacy. It merits careful, precise interpretation.

4.1 What the Statistic Measures

The 99.41% figure is derived from HITRUST's contractual requirement that certified organizations
report security breaches to HITRUST. When a certified organization experiences a reportable breach
within a certified environment, they are contractually obligated to disclose it. HITRUST then reports
what percentage of certified organizations submitted no such disclosure in a given period.

That is a self-reported disclosure rate from a defined population of organizations that have voluntarily
invested in certification. Several structural factors shape what the statistic can and cannot support as

a conclusion.

What It Means

Interpretive Factor

Self-reporting
structure

Selection bias in
the population

Scope of "certified
environment"

Definition of
"breach"

Breach reporting is contractual, not
independently verified. There is no
external audit of whether a breach in a
certified environment was disclosed to
HITRUST. Organizations experiencing
incidents have financial, legal, and
reputational incentives to characterize
events narrowly.

HITRUST-certified organizations are not
arandom sample. They are, by
definition, organizations that have
invested substantially in structured
security programs. Security-mature
organizations are simultaneously more
likely to pursue HITRUST and less likely
to experience breaches — for reasons
that may have nothing to do with
HITRUST specifically.

Breaches are measured in "HITRUST-
certified environments" — meaning the
specific system boundary assessed. An
organization can experience a significant
breach in systems outside the
assessment scope without affecting the
statistic.

The statistic counts reportable breaches
as defined by HITRUST's reporting

Leadership Implication

The 99.41% reflects disclosed
reportable breaches, not an
independently verified absence of
security incidents. Undisclosed
incidents, incidents below the
reporting threshold, and incidents in
systems outside the certified scope are
not captured.

The statistic cannot answer the
counterfactual: "Would we have had a
breach if we were NOT HITRUST
certified?" Correlation between
certification status and lower reported
breach rates does not establish that the
HITRUST controls caused the lower
rates.

The Change Healthcare breach
illustrates this precisely: the Citrix
portal compromise may or may not
have been within the formally certified
environment boundary — but the
cascading impact was systemic
regardless of where the initial access
occurred.

The absence of a reportable breach in a
certified environment does not
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Continuous
improvement effect

obligations. Credential misuse events,
partial compromises, extended dwell-
time intrusions that are contained before
data exfiltration, and incidents
characterized as operational rather than
security events may not be counted.

HITRUST's own data shows that
organizations undergoing repeat
certification experience 32-54% fewer
corrective actions in subsequent cycles.
This suggests the certification process
genuinely drives security improvement
over time — making the lower breach
rate partially attributable to the
maturity-building effect of repeated
certification.

confirm the absence of adversarial
activity, credential misuse,
unauthorized access, or near-miss
incidents in that environment.

This is a legitimate positive finding.
The certification process works as an
improvement driver. But the
improvement is in governance
maturity — not necessarily in
adversarial resilience against the
specific credential-based attack
patterns that cause the largest
breaches.

4.2 What the Statistic Does and Does Not Support

The interpretive constraints above are not an argument that the 99.41% figure is meaningless. They
are an argument for precision.

The statistic validly supports that organizations with mature governance programs — as evidenced by
HITRUST certification — tend to report fewer breaches than the broader population. It supports that
the certification process itself drives ongoing security improvement. And it supports that HITRUST's
threat-adaptive control updates create ongoing pressure to address current attack patterns.

What it does not support is the conclusion that HITRUST certification provides operational resilience
against the identity-driven, credential-based attack techniques that represent the dominant breach
vector in the current healthcare threat landscape. Those techniques often operate below the visibility
of control maturity assessment — using valid credentials, operating within legitimate access
pathways, blending into authenticated traffic — and their presence or absence in the breach data may
reflect definitional and scoping factors as much as protective efficacy.

Critical Leadership Note

When HITRUST states that certified environments achieved "99.41% resilience in 2025," the
word "resilience" is used in its marketing sense — not in the operational security sense of
adversarially validated architectural durability. The statistic demonstrates governance
correlation with lower reported breach rates. It does not confirm adversarial resilience as a tested
property of certified environments.
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Section 5: Where HITRUST Interpretation Drifts

HITRUST is subject to the same interpretation drift that affects SOC 2, but the dynamics are
amplified. Because HITRUST is more prescriptive, more demanding, and more expensive to obtain,
the confidence it generates is proportionally stronger — and HITRUST's own marketing language
actively cultivates a level of confidence that its formal scope does not entirely support.

5.1 The Language That Accelerates Drift

Consider the phrases that appear in HITRUST's official communications and marketing materials:

- "The gold standard for information security assurance."

« "Proven to reduce risk."

- "HITRUST stands alone in cybersecurity assurance."

+ "The only assurance mechanism proven to be reliable against threats."
+ "Unparalleled level of accuracy and trust."

+ "Quantifiable proof that its certifications work."

«  "HITRUST-certified environments achieved 99.41% resilience."

Each of these phrases implies operational protective efficacy rather than maturity scoring. "Proven to
reduce risk" and "reliable against threats" describe a causal, adversarial protective relationship that
the framework's design does not independently establish. "Stands alone" positions HITRUST as
comprehensive — not as one essential layer in a broader assurance architecture.

This language is deliberately chosen. HITRUST is a commercial entity competing for certification
business, and the language serves that purpose. But when healthcare organizations, procurement
teams, and executives internalize it, the gap between marketing language and technical reality
compounds directly into organizational decision-making.

SOC 2's language tends toward precision: '"reasonable assurance,”

"suitably designed,"” "operating effectively.” HITRUST's language trends
toward protective claims: "proven resilience,"” "gold standard,"” "stands
alone.” The more expansive the marketing language, the wider the gap
between what executives believe has been validated and what has
actually been evaluated.

5.2 How Drift Manifests in Practice

In healthcare settings, HITRUST interpretation drift tends to manifest in five recognizable patterns
that shape real organizational decisions.
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Common Post-Certification Belief What HITRUST Certification Actually
Confirms
"Our HITRUST r2 means our security has been An authorized external assessor reviewed
independently validated." documentation, tested implementation evidence,

and scored controls against PRISMA maturity
levels. HITRUST QA reviewed the assessment.
Controls were confirmed as documented and
operating during the assessment period. Not
validated: adversarial resilience of the underlying

architecture.
"A vendor's r2 certification means their The vendor's controls for their defined
environment is secure." assessment scope meet a minimum maturity

score in each of 19 domains. Scoping factors that
determined which systems were assessed are not
visible in the certification label. No adversarial
simulation was required within the scope

evaluated.
"We passed our penetration test as part of A compliance-scoped penetration test identified
HITRUST, so our security is tested." and remediated known vulnerabilities in systems

within the assessment boundary. The test was
designed to satisfy Control 11.4 requirements,
not to adversarially model credential abuse,
privilege chaining, or lateral movement through
valid authentication.

"We are compliant, therefore we are protected." Compliance confirms governance discipline:
policies exist, procedures are documented,
controls are implemented and evidenced.
Protection requires that those controls hold
under adversarial pressure — a property that
governance evaluation is not designed to assess.

"We don't need additional security testing — HITRUST covers control maturity assessment

HITRUST covers it." and compliance-scoped penetration testing. It
does not cover adversarial identity pathway
analysis, assumed breach simulation, detection
engineering validation, or recovery architecture
stress testing. These require additional, separate
investment.

5.3 The Scoping Factor Amplifier

HITRUST r2's scoping factor system — which tailors the control set to each organization's specific
risk profile — creates an interpretation risk unique to HITRUST. Two organizations can both hold
active r2 certifications while having been assessed against dramatically different control sets.
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The r2 control count can range from approximately 198 controls at the lower end to over 2,000 in
complex, high-volume environments. A smaller healthcare technology vendor handling limited PHI
volumes with a straightforward system architecture may achieve r2 certification on a significantly
smaller control set than a large health system or clearinghouse with complex infrastructure. The
certification label does not communicate this difference.

When healthcare procurement teams treat an r2 certificate as equivalent assurance evidence
regardless of scoping — which is common — they are comparing certifications that may have
evaluated very different environments at very different depths. Due diligence that stops at "are they
r2 certified?" misses the question that actually matters: "What was in scope, and at what depth?"
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Section 6: The Modern Threat Landscape and the HITRUST
Boundary

Healthcare is among the most aggressively targeted sectors in the current threat environment. The
combination of extremely valuable PHI, operationally critical systems where downtime has patient
safety implications, deeply interconnected vendor ecosystems, and historically underinvested
security programs creates a threat surface that amplifies every gap between governance conformance
and adversarial durability.

6.1 The Dominant Attack Patterns in Healthcare

The largest and most consequential healthcare breaches of the past several years share a common
structural characteristic: they did not occur because an organization failed to document a policy or
lacked a written procedure. They occurred because adversaries used credential-based access and
legitimate authentication pathways to navigate environments that governance frameworks confirmed

were controlled.

Attack Pattern

Credential theft
and replay (stolen
password used
against portal)

Ransomware via
legitimate
authentication
(attacker
authenticates
normally, deploys
payload)

Third-party and
business associate
compromise
(vendor credential
enables
downstream
access)

Supply chain attack
(managed service
provider
compromise
enables multi-
tenant access)

What HITRUST Evaluates

MFA policy exists and is
documented. MFA
implementation is evidenced in
the defined scope. Access
reviews occur on schedule.

Incident response policy
documented. Endpoint
protection controls evidenced.
Backup procedures defined and
implemented.

Third-party risk management
policy exists. Vendor access
controls documented. Business
associate agreements reference
security requirements.

Vendor risk management
controls evidenced. Third-party
assurance requirements
documented.

Where the Gap Remains

Whether MFA is actually enforced on every
relevant access endpoint, including recently
acquired or integrated systems. Whether valid
credentials obtained externally can be replayed.
(Change Healthcare: Citrix portal lacked MFA
despite certification.)

Whether an adversary using valid credentials
triggers detection before achieving lateral
persistence. Whether backup isolation actually
survives the specific credential-compromise
scenario. Detection timing under low-and-slow
lateral movement.

Whether a compromised BA credential can
traverse connectivity into your environment
beyond its intended scope. Whether your
detection systems see anomalous BA
authentication patterns. Whether contractual
requirements are operationally enforced.

Whether inherited trust from a compromised
MSP creates escalation pathways. Whether
your environment's isolation from an MSP
compromise has been adversarially tested.
Whether detection systems identify cross-
tenant authentication anomalies.
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Remote access Remote access controls Whether every remote access endpoint within a
exploitation (VPN, documented. MFA for remote complex, post-acquisition environment is
Citrix, RDP access required in policy. actually enforcing the documented controls.
targeted with valid Monitoring procedures defined. Whether conditional access policies for remote
credentials) access have known bypass conditions.

The pattern is consistent across every attack category: HITRUST evaluates whether the governance
processes addressing these risks are documented, implemented, and operating. It does not evaluate
whether the underlying operational reality matches the documented intent — particularly across
complex, recently integrated, or rapidly evolving environments.

6.2 The Assumption Accumulation Problem in Healthcare

Healthcare organizations carry dense populations of unexamined architectural assumptions, many of
which are reinforced by successful compliance assessments rather than challenged by them. Common
examples include:

- "MFA is implemented, so our remote access portals are protected from credential abuse." —
Challenged when MFA is documented as implemented but not universally enforced across every
access pathway in a complex post-acquisition environment.

+ "Our backup architecture is isolated and will survive a ransomware attack." — Unchallenged unless
backup isolation has been specifically stress-tested against the scenario where ransomware deploys
through a valid administrative credential.

+ "Our monitoring will detect anomalous access before impact occurs." — Unchallenged unless
detection systems have been specifically validated against low-and-slow lateral movement using
authenticated credentials that blend into normal traffic.

« "Our business associate agreements require security, so our vendors are controlled." —
Unchallenged unless BA access architectures have been adversarially modeled to determine
whether a compromised BA credential has blast radius into your environment.

+ "Our HITRUST-certified vendors are secure." — Unchallenged unless the specific scope and depth

of their certification has been reviewed and supplemented with technical due diligence for high-
risk relationships.

HITRUST governance discipline confirms that processes exist around each of these areas. It does not
independently adversarially validate the assumptions embedded in them. And governance maturity
— precisely because it is high — can increase confidence in these assumptions beyond what the
underlying operational evidence supports.
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Section 7: The Value HITRUST Genuinely Delivers

Having established with precision what HITRUST does not independently evaluate, it is equally
important to be precise about what it does — because control maturity assurance is not a consolation
prize. HITRUST provides genuine, structured value that healthcare organizations and their
technology partners benefit substantially from pursuing.

7.1 The Harmonization Value

The most concrete benefit HITRUST provides is the elimination of compliance fragmentation. A
healthcare technology vendor serving large health system clients may otherwise face dozens of
distinct security questionnaires annually, each with different control requirements, different evidence
formats, and different validation cycles. HITRUST's Assess Once, Report Many approach converts
that overhead into a single, standardized, independently validated artifact recognized across the
healthcare market.

That operational efficiency is not trivial. It allows security and compliance teams to focus resources
on genuine security improvement rather than redundant documentation. It also reduces the
subjectivity inherent in self-report questionnaire responses — providing structured, externally
validated evidence rather than organizational assertions.

7.2 The Prescriptiveness Value

HITRUST's prescriptive control requirements are more demanding than SOC 2's principle-based
criteria in ways that produce genuinely better governance outcomes. Organizations cannot satisfy
HITRUST r2 by writing their own control descriptions and asserting compliance. They must
implement specific requirements, maintain specific documentation structures, and evidence specific
operational activities — and those requirements are updated quarterly to reflect current threat
intelligence.

The 90-day minimum implementation period before assessment testing, the corrective action plan
requirements for any domain falling below the minimum threshold, and the interim assessment at
the 12-month mark all create ongoing compliance pressure that builds governance discipline over
time rather than producing a point-in-time snapshot that is immediately abandoned.

7.3 The Continuous Improvement Signal

HITRUST's data shows that organizations undergoing repeat r2 certifications require 32% fewer
corrective actions in subsequent cycles, and repeat i1 certifications require 54% fewer corrective
actions. This is genuine evidence that the certification process drives security program improvement
— not merely documentation compliance — over time.

Organizations that engage seriously with HITRUST over multiple certification cycles develop stronger
governance foundations, more disciplined access management processes, more rigorous vendor
oversight, and better-evidenced incident response capabilities than they had before. That trajectory
is genuinely protective, even if the certification at any point in time does not confirm adversarial
durability.
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7.4 The Vendor Risk Management Value

For health systems managing complex vendor ecosystems — hundreds of business associates,
thousands of contracted technology vendors — HITRUST certification provides a standardized,
independently validated assurance artifact that is far more reliable than self-reported questionnaire
responses. The centralized QA review, quantitative scoring, certification validity periods, and
corrective action requirements create accountability mechanisms that questionnaire-based vendor
management cannot match.

HITRUST is one of the most rigorous governance maturity frameworks
available. Organizations that pursue it seriously, maintain it across
multiple cycles, and use it as a foundation for ongoing investment
genuinely do build harder-to-breach environments. The framework does
not confirm adversarial durability — but it builds the governance
discipline on which durability depends.
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Section 8: Financial Exposure, Representation Risk, and Fiduciary
Clarity

The consequences of HITRUST interpretation drift extend beyond organizational overconfidence.
They intersect with post-breach liability, regulatory scrutiny, cyber insurance underwriting, M&A due
diligence, and the fiduciary responsibilities of healthcare leadership — with financial and legal
consequences that are amplified by the healthcare sector's regulatory environment.

8.1 Representation Risk in Healthcare Contracting

HITRUST certification frequently appears in healthcare vendor contracts as a specific security
assurance requirement. When contracts specify that a vendor must "maintain HITRUST r2
certification for systems processing PHI," both parties tend to interpret that requirement as a security
guarantee rather than a governance benchmark.

This creates representation risk in both directions. The vendor representing an r2 certification may
implicitly position it as comprehensive security validation. The health system requiring it may
interpret it as confirmation of operational resilience. When a breach occurs through an attack vector
that HITRUST does not independently evaluate — as occurred with Change Healthcare — the gap
between contractual representation and technical reality becomes consequential in litigation,
regulatory proceedings, and reputational recovery.

Change Healthcare's own public documentation described the r2 certification as confirming that "the
organization's major implemented systems and platforms have met key regulations and industry-
defined requirements and is appropriately managing risk." That language is technically accurate
within the framework's scope. But when the framework's scope does not include adversarial
validation of every remote access endpoint in a complex post-acquisition environment, the statement
creates expectations that the scope cannot sustain.

8.2 Post-Breach Regulatory and Legal Exposure

Post-breach regulatory scrutiny in healthcare examines what security safeguards were in place, what
the organization represented about its security posture, whether the organization's risk analysis
adequately identified relevant threats, and whether the organization's response was timely and
transparent. These inquiries focus on alignment — whether what was represented matches what was
actually validated.

Organizations that can document a clear, accurate distinction between what their HITRUST
certification evaluated and what additional operational validation was performed maintain narrative
consistency under regulatory scrutiny. Organizations that presented their certification as
comprehensive security validation — and experienced a breach through a pathway that certification
was not designed to evaluate — face the task of reconciling that gap under conditions of maximum
scrutiny and minimum credibility.
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8.3 Cyber Insurance Implications

Cyber insurance underwriters increasingly distinguish between governance maturity and operational
resilience in their underwriting criteria. HITRUST certification contributes positively to governance
maturity evaluation and may support more favorable premium terms or coverage limits.

However, sophisticated underwriters are asking questions that HITRUST certification does not
independently answer: Is MFA enforced on every remote access pathway? Have backup systems been
tested under actual ransomware scenarios? What is the detection capability against credential-based
lateral movement? Organizations whose coverage assumptions are based primarily on certification
status — rather than on documented answers to these operational questions — may find that coverage
gaps emerge precisely when they are most consequential.

8.4 Board Fiduciary Responsibility

Healthcare board members and executives bear fiduciary responsibilities for security risk oversight
that include, in the post-Change Healthcare era, a specific duty to understand the distinction between
governance maturity and operational resilience. The Senate testimony that followed the Change
Healthcare breach was not directed at technical teams — it was directed at executive leadership about
what they understood, what they believed had been validated, and what decisions they made based
on those beliefs.

Boards that treat HITRUST certification as sufficient security assurance for high-risk vendor
relationships and complex clinical infrastructure are accepting architectural assumptions that have
not been operationally tested. That acceptance is not merely a governance oversight — it is a
documented risk that regulatory bodies and litigants have demonstrated they will examine closely.

Post-Change Healthcare Standard of Care

The Change Healthcare breach and its aftermath have established a new de facto standard of
expectation for healthcare security governance. Boards and executives who cannot articulate the
distinction between their organization's certification posture and its operational validation
posture are operating below what post-incident scrutiny will expect. Fiduciary responsibility now
requires both.
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Section 9: A Layered Assurance Model for Healthcare Organizations

The analysis in the preceding sections establishes what HITRUST is, what it is not, how interpretation
drift occurs, why the modern healthcare threat environment amplifies the consequences of that drift,
and what the financial and fiduciary exposure looks like when the gap is not addressed. This section
proposes the constructive path forward: a three-layer assurance architecture that integrates
HITRUST's genuine value with the operational validation it does not independently provide.

9.1 Three Assurance Layers

Control Maturity Assurance
Confirms prescriptive governance discipline against harmonized regulatory criteria — the
domain of HITRUST.
— Prescriptive control requirements mapped to 60+ authoritative sources including
HIPAA, NIST 800-53, ISO 27001, PCI DSS, and state privacy laws
— Five-level PRISMA maturity scoring (Policy, Procedure, Implemented, Measured,
Managed) with quantitative domain scores
— Authorized external assessor validation plus centralized HITRUST QA review before
certification is issued
— Quarterly threat-adaptive updates to control requirements based on MITRE ATT&CK
analysis and real-world breach intelligence
— Assess Once, Report Many: single certification supporting multiple regulatory and
contractual obligations
— Annual compliance-scoped penetration testing of in-scope infrastructure and
applications (i1 and r2)
— Corrective Action Plans required for any domain scoring below minimum threshold —
ongoing improvement discipline

Operational Resilience Validation

Adversarially tests architectural assumptions and access pathways that control maturity
assessment does not reach.

— Remote access architecture review: verifying that every remote access pathway —
including recently integrated or acquired systems — is enforcing documented controls
in the operational environment

— Credential abuse simulation: testing whether stolen credentials for remote access, VPN,
or administrative portals can be replayed to achieve initial access, specifically targeting
the attack pattern that caused Change Healthcare

— Privilege path and identity architecture analysis: mapping how access permissions
combine, chain, and delegate across EHR systems, SaaS integrations, and third-party
connectivity
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— Detection engineering validation: stress testing whether SIEM, EDR, and monitoring
systems trigger under low-and-slow lateral movement using authenticated credentials

— Backup and recovery stress testing: confirming that backup isolation assumptions hold
under the specific scenario of ransomware deployed through a valid administrative
credential

— Business associate access architecture review: modeling whether a compromised BA
credential creates blast radius into your environment beyond its intended scope

Strategic Alignment

Ensures representation, fiduciary oversight, and capital allocation accurately reflect what
has been validated — not what has been assumed.

— Board-level distinction between control maturity score and operational validation scope
in all security reporting — both layers present, clearly labeled

— Vendor procurement language that requires both HITRUST tier and specific
supplemental validation artifacts for high-risk business associates

— Capital allocation that explicitly funds both certification maintenance and adversarial
validation as separate, non-substitutable program investments

— Assumption registry: systematic documentation of which security assumptions
embedded in your program have been adversarially tested and which have not

— Post-acquisition integration protocol: specific process for evaluating whether acquired
environments are enforcing documented controls in the operational environment
before assuming certification coverage extends

— External representation review: ensuring customer-facing, investor-facing, and board-
facing security language is aligned with formal scope of certification — not broader

HITRUST belongs in Layer 1. At r2, it is one of the most rigorous Layer 1
Jrameworks available. But it was never designed to replace Layer 2. And
the attack technique that caused the largest healthcare breach in history
— credential abuse through a valid remote access pathway — operates
precisely in the space that Layer 2 addresses and Layer 1 does not test.
Strategic clarity, documented in Layer 3, ensures that leadership
understands and acts on the distinction.

9.2 Applying the Model to Vendor Risk Management

The three-layer model has specific implications for how healthcare organizations structure vendor
risk management — particularly for high-risk business associates whose compromise could cascade
into clinical or financial systems.
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Vendor Risk Profile

Lower risk: limited scope, no direct PHI access,
no system integration (e.g., facilities, HR tools)

Moderate risk: incidental PHI access, defined
system scope, limited integration depth

High risk: broad PHI access, deep EHR
integration, claims processing, clearinghouse
functions

Critical infrastructure: vendors whose
compromise could cascade systemically across
your environment or the broader ecosystem

Recommended Assurance Approach

Layer 1 sufficient: e1 certification or equivalent
self-assessment for baseline assurance.
Contractual reference to HITRUST e1 or
equivalent is reasonable.

Layer 1 + minimum Layer 2: i1 or r2 certification
plus annual penetration test results covering
systems relevant to your relationship. Review the
scoping summary before accepting the
certificate.

Layers 1 + 2 + 3: r2 certification, independent
adversarial validation of identity and remote
access architecture, specific review of scoping
factors in certification. Post-acquisition
integration review if relevant. Named in BA
contract with specific validation requirements.

All three layers plus: specific contractual
requirements for adversarial simulation results
sharing; independent architectural review of
remote access and BA connectivity; explicit
scenario modeling for Change Healthcare-type
credential compromise cascade.
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Section 10: Twelve Principles of Clarity for HITRUST

The following twelve principles synthesize the analysis in this paper into precise, actionable
statements for healthcare security, compliance, and executive leadership.

HITRUST is a prescriptive control maturity framework. It evaluates whether controls are
documented, implemented, and operating at a defined maturity level. It does not evaluate
whether those controls withstand the attack techniques that cause actual healthcare breaches.

The three assessment tiers (e1, i1, r2) define different scopes of maturity evaluation — not
different depths of adversarial security testing. An r2 certification is more demanding
governance assurance than an ei. It is not a more thorough adversarial validation.

The five PRISMA maturity levels evaluate documentation quality, implementation
consistency, and process evidence. Approximately 85-90% of the r2 score derives from Policy,
Procedure, and Implemented — all of which confirm what exists and is followed, not what
resists adversarial pressure.

"HITRUST certified" is not a uniform assurance statement. Two organizations with identical
r2 certifications may have been assessed against dramatically different control sets depending
on their scoping factors. The label requires context to interpret accurately.

HITRUST's penetration testing requirement (i1 and r2) is a meaningful structural
differentiator from SOC 2. Compliance-scoped penetration testing identifies and remediates
known vulnerabilities in defined systems. It is not the same as adversarial simulation of
credential abuse, privilege chaining, or lateral movement through valid authentication
pathways.

The 99.41% breach-free rate is a self-reported metric from a self-selected population of
governance-mature organizations, measured in defined certified environments. It is a
meaningful directional signal that governance discipline correlates with lower breach rates.
It is not statistical proof that HITRUST certification prevents the attack patterns that cause
major healthcare breaches.

Change Healthcare held active HITRUST r2 certification when the largest healthcare data
breach in U.S. history occurred through stolen credentials used against a remote access portal
lacking MFA. This is not a failure of HITRUST — it is a definition of its scope. HITRUST
confirms controls are documented and implemented. It does not operationally verify that
every access pathway in a complex environment is enforcing them.
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© 2025 Cybantage. All rights reserved. For informational purposes only. Not legal, regulatory, or professional security advice. cybantage.com 26



HITRUST: CERTIFICATION ASSURANCE AND ITS LIMITS Cybantage ¢ cybantage.com

” &

HITRUST's own marketing language (“gold standard,” “proven to reduce risk,” “stands alone
in cybersecurity assurance,” “99.41% resilience”) is more expansive than its technical scope.
Organizations that internalize the marketing language rather than the technical design are
most susceptible to interpretation drift and most vulnerable to the consequences of misplaced
confidence.

r2 scoping factors mean two organizations with identical certifications may have been
assessed against significantly different control sets. Vendor procurement that treats r2 as
equivalent assurance evidence regardless of scope introduces unknown variation in assurance
depth into third-party risk management.

The modern healthcare threat landscape is dominated by credential-based, identity-driven
attacks that exploit legitimate access pathways. These are precisely the attack patterns that
governance maturity frameworks do not independently evaluate — and that the Change
Healthcare breach exemplifies with documented, public specificity.

HITRUST genuinely delivers harmonization value, prescriptive governance discipline,
continuous improvement pressure through corrective action requirements, and standardized
third-party risk management assurance. These are real, consequential benefits that should
not be dismissed in the pursuit of precision about scope limits.

Control maturity confirms that the boat has passed inspection and meets defined standards.
Operational validation confirms whether it can withstand the storm. In healthcare, the storm
increasingly arrives as credential abuse through a valid Citrix portal. Both evaluations are
essential. The Change Healthcare breach makes the cost of confusing them precisely
measurable.
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Section 11: Leadership Action Guide

This section translates the analysis into specific, concrete actions for four distinct leadership
audiences. The actions are not theoretical — each is grounded in the specific risks and gaps this paper
has documented.

11.1

11.2

For Healthcare Boards and Trustees

. Require that security reporting to the board explicitly distinguishes between HITRUST

certification scope (what was evaluated and scored) and operational validation scope (what was
adversarially tested). Both should appear in board-level security reporting as separate, labeled
items — never merged.

. Ask specifically about recently acquired, integrated, or expanded environments: Are their remote

access pathways enforcing the controls documented in our HITRUST certification? Has that been
operationally verified — not just assumed — since the integration occurred? The Change
Healthcare timeline shows the specific danger here.

Require a Change Healthcare-specific risk review: Which vendors in our ecosystem, if
compromised through credential abuse against a remote access portal, would have access
pathways that could cascade into our clinical, financial, or operational systems? Has that
architecture been adversarially modeled?

Understand the distinction between governance maturity and operational resilience in cyber
insurance conversations. Ask specifically whether your current coverage was underwritten based
on certification status alone, or whether underwriters also evaluated specific operational posture
elements. Know which assumptions your coverage is built on.

Establish explicit accountability to the board for both Layer 1 (certification maintenance) and
Layer 2 (operational validation) as separate program investments with separate reporting. Neither
layer is a substitute for the other.

For CEOs and Executive Teams

. Audit your organization's post-certification narrative. When your team says "we are HITRUST

certified," what does that communicate internally? If the implicit meaning is "our security has
been validated," examine whether that belief accurately reflects what the certification evaluated.
The Change Healthcare breach is a public case study in the cost of that assumption.

Commission a specific post-acquisition and post-integration review for any significant M&A
activity in the past three years: Are the controls documented in your HITRUST assessment
actually being enforced operationally in acquired or integrated environments? This is the specific
question that Change Healthcare's situation raises.

Review vendor contract language for high-risk business associates. Does your BA language specify
only "HITRUST r2 certification" or does it require specific operational validation artifacts —
penetration test scope, adversarial simulation results, remote access architecture review? The
former is far easier to satisfy.

Evaluate capital allocation explicitly: Is there a budget line for operational validation —
adversarial testing, red team exercises, detection engineering validation — that is separate from
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the certification program budget? If not, examine whether the assumption that HITRUST
certification covers operational resilience has quietly replaced that investment.

5. Prepare a clear, defensible answer to the question regulators, litigants, and insurers would ask
after a credential-based breach: "What did you believe your HITRUST certification had validated,
and what operational validation had you performed for remote access pathways specifically?" If
you cannot answer that question cleanly today, address it before it becomes relevant.

11.3 For Security and Compliance Leadership

1. Build and maintain an explicit assumption registry: a documented list of security assumptions
embedded in your HITRUST-certified program that have not been adversarially tested. The top
priorities for most healthcare organizations are: remote access enforcement across complex
environments, backup isolation under credential-compromise ransomware scenarios, and
detection capability against authenticated lateral movement.

2. Treat the HITRUST compliance-scoped penetration test as the floor of technical testing, not the
ceiling. After each annual pen test, document specifically what the test did not cover — identity
abuse scenarios, assumed-breach lateral movement, remote access credential replay — and ensure
those gaps are addressed through supplemental operational validation.

3. Build a program calendar that integrates HITRUST certification cycles with operational validation
cycles. These should not compete for the same budget window. Certification readiness, validated
assessment, and interim assessment belong on one calendar; adversarial testing, assumed breach
simulation, and detection validation belong on another. Both calendars report to the same
executive.

4. For every acquisition, integration, or major infrastructure change: implement a specific protocol
that operationally verifies remote access enforcement before assuming certification coverage
extends. Document that verification. This addresses the specific failure mode the Change
Healthcare timeline reveals.

5. When HITRUST assessors identify corrective actions, evaluate each one for its operational
security implication — not just its compliance remediation status. A corrective action in access
control may reveal an assumption about privilege isolation that deserves adversarial validation,
not just documentation update.

11.4 For Healthcare Procurement and Vendor Management

1. Never accept "HITRUST certified" as a complete vendor security assurance artifact without
context. Always confirm: Which tier (e1, i1, r2)? Is it currently active or expired? For r2, request
the scoping summary — which systems were assessed, which scoping factors drove control
selection, and what was included in the assessment boundary.

2. For high-risk vendors — those with systemic PHI access, deep EHR integration, claims processing
functions, or managed service provider access — require supplemental operational validation
artifacts: penetration test reports with scope descriptions, adversarial validation summaries, or
remote access architecture reviews. Certification alone is insufficient for these relationships.

3. Apply the risk-tiered vendor model from Section 9.2 systematically. Not every vendor needs the
same assurance depth. But your highest-risk BA relationships — the ones whose compromise
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could cascade into your environment — need both HITRUST certification and documented
operational validation that addresses the Change Healthcare scenario specifically.

4. Review the system description in vendor HITRUST reports specifically for remote access and
identity management control language. Generic language ("access is restricted appropriately™)
indicates broad evaluation. Specific language ("MFA enforced on all remote access portals
including Citrix and VPN, verified quarterly") indicates meaningful depth. The specificity of the
system description predicts the depth of the assurance.

5. Build post-acquisition due diligence requirements that include operational validation of remote
access enforcement — not just review of existing certification artifacts. When you inherit a vendor
relationship through acquisition, the certification the vendor held before does not guarantee that
their controls are currently enforced in the post-integration operational environment.

© 2025 Cybantage. All rights reserved. For informational purposes only. Not legal, regulatory, or professional security advice. cybantage.com 30



HITRUST: CERTIFICATION ASSURANCE AND ITS LIMITS Cybantage ¢ cybantage.com

Conclusion: What Change Healthcare Teaches

In February 2024, a ransomware group gained access to Change Healthcare's systems using stolen
credentials against a Citrix portal that lacked multi-factor authentication. Nine days passed before
detection. Six terabytes of data were exfiltrated. One hundred ninety million individuals were
affected. Three billion dollars in losses were ultimately recorded. The U.S. healthcare system
experienced operational disruption that reached into rural physician practices, small pharmacies, and
hospital emergency departments across the country.

Change Healthcare held active HITRUST r2 certification.

These two facts — the certification and the breach — coexist without contradiction, because they
measure different things. The certification confirmed that controls were documented, implemented,
and scored above the minimum threshold across nineteen governance domains. It confirmed that
Change Healthcare had invested in governance discipline, formalized its processes, and submitted to
independent assessment. All of that is true and was true at the time of the breach.

The certification did not confirm that every remote access endpoint in a large, complex, recently
acquired environment was operationally enforcing MFA at the specific moment an adversary arrived
with valid credentials. It was not designed to. That is not a failure of HITRUST — it is a definition of
its boundary.

The definition of that boundary is what this paper has sought to make precise. HITRUST is a rigorous,
prescriptive, valuable governance maturity framework. Organizations that pursue it seriously build
better security programs than organizations that do not. The continuous improvement data — 32-
54% fewer corrective actions in repeat certifications — is real evidence of the framework's positive
effect. The harmonization value, the prescriptive discipline, the threat-adaptive updates, the
centralized QA: these are genuine contributions to healthcare security posture.

But governance maturity is not a substitute for adversarial validation. Documented controls are not
the same as operationally enforced controls under adversarial conditions. Compliance-scoped
penetration testing is not the same as modeling how a threat actor with valid credentials moves
through your environment before your detection systems identify them.

The organizations that navigate the current healthcare threat
environment most successfully are the ones that treat HITRUST as
Joundational — and build operational validation alongside it. They hold
the r2 certification and ask whether every remote access pathway is
enforcing MFA in the operational environment. They pass the
compliance-scoped pen test and commission adversarial simulation of
credential abuse scenarios specific to their architecture. They present
HITRUST certification to their boards and accompany it with the
question HITRUST was never designed to answer: if a threat actor
arrived with valid credentials today, how far would they get before we
knew?
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That question — asked seriously, answered operationally, and acted on with appropriate investment
— is what distinguishes governance compliance from genuine resilience.

HITRUST confirms that your boat has been inspected and meets defined standards.

Now ask whether you have tested it in the storm.
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